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Steady-State Operational

Noise Impact (SONIC) Study

Airmen and guardians work in extreme environments to
complete mission objectives. The military noise exposure in
these environments places stress on cognitive resources and
can negatively impact performance. Our work is focused on
understanding how external noise affects decision-making
and cognitive function in the cockpit of the F-35. This will be an
important factor in collaborative combat aircraft management.
We are leveraging steady-state cockpit noise at cruise collected
in conjunction with the F-35 JPO and played at varying levels
under hearing protection (60, 70, 80 dB).

Noise is just one of many environmental stressors that the
Holistic Models for Decision-Making Line of Effort (HMDM
LOE) is targeting to understand and integrate into cognitive
models. The models we build can be generalized and tested
to predict not just the degree to which performance may shift
but how the holistic environment affects cognitive processing
of the tasks. Understanding which cognitive processes are
affected and the severity of shift provides insight to calibrated
human factors systems design, development of online
adaptive intelligent systems, and informed team development
and dissemination of task demands.

This study involves reproducing the sound field inside of
the F-35 cockpit in the Voice Communication Research and
Evaluation System (VOCRES), a 711 HPW/RHWE facility that can
recreate high-fidelity audio of aircraft noise. We employ sound-
isolating headphones that transmit communication signals
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while providing hearing protection to reduce noise exposure
levels. Daily noise dosage is in accordance with Occupational
Safety and Health Administration (OSHA) guidelines such
that participants will not be exposed to more than 35% of
one’s daily noise exposure, and individualized noise levels
will be calibrated to mitigate the risk of differences between
the fit of hearing protection each day. This facility allows for
studying the full body effect of sounds and control of noise
level presentation. Overall, this experimental layout provides
a realistic representation of what noise within an F-35 cockpit
sounds and even feels like by using the VOCRES facility and an
operationally fielded communication/hearing protection device.

We utilize laboratory tasks that capture many of the same
cognitive demands present in real-world flight operations such
as those anticipated for Next Generation Air Dominance (NGAD)
programs. Specifically, we will investigate the interference
of acoustic noise to complete tasks which
demand visual-vocal, aural, spatial, verbal,
working memory, and executive control
cognitive resources. Our data will inform a
more comprehensive model that captures the
parametric shifts in information accumulation
and threshold for decision-making in the
presence of a second, crossmodal working
memory task, with low, moderate, and high
working memory demands. Y

Dr. Elizabeth Fox, Research Psychologist, 711 HPW/RHWEM
Mr. Conner Campbell, Research Engineer, 711 HPW/RHWEO
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A Salute to Dr. Winston ‘Wink’ Bennett

The Division would like to take this opportunity to
congratulate Dr. Winston ‘Wink’ Bennett, retiring after nearly
40 years of dedicated service to the nation and the warfighter.
Wink has most recently served as the 711 HPW Readiness
Product Line Lead, but his Air Force career began at Brooks
Air Force Base (AFB) in 1984. While a master’s student at St.
Mary’s University, Wink undertook a summer cooperative
program at the Human Resources Laboratory sorting through
computer printouts and magnetic disks. This led to working
with Sherri Gott on the intelligent tutoring system, SHERLOCK,
troubleshooting avionics, and developing the philosophy
that would guide his research — “Bring the best science and
technology to achieve Air Force capability.”

Wink soon found himself at Mesa on the former Williams
AFB, where his work exposing civil engineering students
and cadets to operational environments developed novel,
forward-thinking data capture techniques. These and
other efforts steered Wink to working for the Distributed
Mission Training (DMT) group in roles he calls “Space
guy, maintenance guy, medical guy, and intelligent tutor
maintenance.” Wink and team were soon standing up the
first F-15Cs to collect pilot data and briefing the Air Force
Chief of Staff on their progress. Alongside these high-profile
efforts, work that would later lead to Wink’s Not So Grand
Challenge (NSGC) and Datapalooza began in Mesa.

Among Wink’s enduring achievements, The Gaming
Research Integration for Learning Lab® (GRILL®) and its role
in developing interest in STEM and DoD careers is hard
to overstate. The GRILL began with the idea to leverage
developing gaming technologies for military training and has

developed great interest from industry to build education
and training systems. Each year, the GRILL has evolved to
include more students and educators and ultimately more
opportunities, with new facilities and exciting programs
planned in the Air Force Academy, Australia, and other sites.

Reflecting on a storied career, Wink offered a few words
when asked about his accomplishments. “Figuring out what
LVC (Live, Virtual, and Constructive) might mean for tactical
training comes after a lot of ‘no way can we do that’ up
until folks think, ‘why not?’. It takes a village, people in and
outside the lab, industry, academia to make it happen. And
you have to take care of each other while not forgetting who
you work for — not a publisher or the conference, but the
warfighter. Keep that philosophy. | didn’t invent it, but it’s
right, and it’s still right today. Focus on the direct connection
to the warfighter — more connections, more opportunities.”

Wink would like to thank his family and all the amazing people
he’s worked with for pushing him into new opportunities
and “beyond any comfort zone | might have imagined and
helping me and the collaborators I've worked with to do so
many great things for research and practice in the Air Force
and beyond. Very proud of all we were able to get done.
There's plenty more to get after too, so keep it going!”

The Fight’s On! team reached out to Wink on what his next
adventure might look like, but the next adventure has yet to
be decided. “l don’t know! Stay in the fight and contribute to
the mission or a similar mission — but home improvement is
mighty tempting.” ¥

Mr. Dave Hubbell, Editor in Chief, CAE, USA
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Auditory Deepfake Update

A core research effort under the Information Mastery in
Cognitive Warfare Line of Effort (LOE) focuses on auditory
deepfakes. A deepfake uses deep learning and training of
neural networks to generate synthetic media such as voice
clones. The proliferation of synthetic content on social media
and fake news websites is a strategy that our adversaries often
employ for cognitive warfare. According to NATO, bad actors
target audio content more frequently than visual content
because there are fewer auditory deepfake detection tools
to enable quick debunking (Fredheim, 2023). To that end,
our in-house research effort has two thrusts, (1) Determine
how proficient people are at detecting auditory deepfakes
to characterize the factors that predict susceptibility, and (2)
Build a machine learning model that can classify authenticity
and identify the speaker’s voice based on

audio features.

For thrust one, we set up a human
experiment where participants
listened to headlines that
were vocalized via real audio
recordings or deepfakes.
Participants then made judgements
about the naturalness of the audio
and the believability of the content in
the headlines they heard. The veracity of the
headlines were also manipulated. For example,
“76-million-year-old dinosaur skeleton to be auctioned in NYC”
is an example of a true headline from a reputable source, while
“Study shows that Benadryl can be used to treat rattlesnake
bites” is a fake headline that was spread on social media.

The research team is still collecting data, but preliminary
analyses suggest that there is variation in deepfake detection
accuracy and that this may be based on participants’ self-
reported strategy. For example, good discriminators focused
on audio understandableness and whether the audio sounded
“choppy” or “robotic.” In contrast, poor discriminators either
did not report a strategy or provided vague responses, such
as “the way the speaker was talking.” Participants were worst
at determining headline veracity and more conservative with
their ratings than with the audio authenticity metric. Future
experiments will include a training session and degrading the
audio quality to make detection more difficult.

For the modeling thrust, we are investigating the crucial
auditory features necessary for identifying deepfake audio.
We are exploring this by utilizing an in-house feature extraction
toolbox (PyTimbre) that produces a myriad of auditory features
in both the time and frequency domain. By utilizing the
human subject data and the acoustic features of the speech

Reference- Fredheim, R. Virtual Manipulation Brief 2023/2: Verified
Propagandists and the Hamas - Israel War. Riga: NATO Strategic
Communications Centre of Excellence

signals, we are building machine learning
models that can classify real and deepfake
audio. We are also building models that can
provide subjective human ratings of the
naturalness of the speech. Overall, both
aspects of this project help us not only better
understand the situations where human
perception is the most vulnerable to auditory
deepfakes, but to develop techniques to
mitigate these susceptibilities and build resilience
to malign influence. Y

Dr. Kathleen Larson, Information Mastery in Cognitive Warfare LOE Lead, 711 HPW/RHWEM
Mr. Conner Campbell, Research Engineer, 711 HPW/RHWEO
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